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AHoTaumisi. Y cTaTTi pO3rIANar0ThCS TCOPETUYHI Ta METOAMYHI ACIEKTH OIIHIOBAaHHS PHU3UKIB
iH(opmariiiHoi O0e3neKH B CHUCTeMax JIOTICTHYHOTO OOCIYrOBYBaHHS, MIiAXOMU 1O iX CHUCTeMaTrh3allii 3a
PiBHSAMH WMOBIPHOCTI Ta HACIIJKIB, & TAKOXX OCOOJIMBOCTI BCTAHOBJICHHS NPUYUHHO-HACIIKOBUX 3B’SI3KiB
MK Bpa3jMBOCTAMHU Ta 3arpo3aMu. BiamoBiZHO, CHCTEMAaTH30BaHO IMiJAXOJU JI0 OLIHIOBaHHS PHU3UKIB 3a
PiBHSMH IMOBIPHOCTI Ta BIUIMBY Ha 3acOOM KOHTPOIIO W KEepyBaHHS OMepallisiMh, a TaKoXX Cc(HOpMOBaHO
TIEpeTiK 3arpo3IMBUX MO/, IO BITTUBAIOTh Ha IOCSATHEHHS Oi3HeC-1IiJiel TpaHCTIOPTHUX cucTeM. Po3pobieHo
MeXaHi3M YIpaBIiHHA pH3WKaMy iH(GOpMaIifHOT Oe3NeKu, SIKU TPYHTYETbCS Ha KaTeropiiHii mojeni
MPUYMHHO-HACIIKOBUX 3B’SI3KIB MK BPa3JIMBOCTSMH Ta 3arpo3aMu i rNepeadadac BUKOPUCTAHHS MaTpHIIL
HACJIJIKIB JUTS iX OI[iHIOBAHHS Ta TPYyITyBaHHS.

3anponoHOBaHWI MiAXiJ anmpoOOBaHO Ha NPUKIAAI YMOBHOTO TpPaHCIOPTHOTO MiIPHUEMCTBA
«Taxkcidait N», A SKOro BU3HAUYEHO NPUYMHHO-HACIHIAKOBI 3B’SI3KM MK 3arpo3aMu 1 Bpa3IMBOCTSMH,
OI[IHEHO PiBHI PHU3UKIB Ta PO3pOOIEHO MporpaMy yrpaBiiHHA HUMHU. [IpoBesieHa mepeBipka y3roKeHOCTI
EKCIIEPTHUX OIIHOK (KoedimieHT koHKopAaii 0,86) miaTBepaniIa HaAIHHICTh OTPUMaHUX pe3ynbTaTiB. OmiHKa
e(EeKTHBHOCTI BIPOBA/PKEHUX 3aXOJliB 3acBiAYMIA TOKpPAlICHHS T[TOKA3HHUKIB YIPAaBIiHHSI pPU3UKAMH
(iHTerpanbHMi Moka3HUK epexTuBHOCTI — 0,64).

Ku1ro4oBi ciioBa: ynpasiiHHs Ta OL[IHIOBaHHS PU3HKIB, YIPaBIiHHSI PU3UKOM B CUCTEMAaX JOTICTHYHOTO
00CITyroByBaHHS, MPOIIEC OIIHIOBAHHS PU3WKY, CUCTEMATH3allisl POIIECY OIIHIOBAHHS PU3HKY, MEXaHi3My
YIpaBITiHHS pU3UKaMU iHPOpMAaIiiHOT O€3MeKH B CHCTEMax TPAHCIIOPTHOTO 00CITyrOBYBaHHS.

Beryn. AKTyaibHICTh AOCIHIIKEHHS 3yMOBIIEHa HEOOXIIHICTIO MiABUIIEHHS €()eKTUBHOCTI YIPABIiHHS
pusnkaMu iHGOpMAIiiHOT OE3MEeKH B CHCTEMaX JIONICTHYHOIO OOC/IyrOBYBAaHHS IUIAXOM PO3POOJICHHS Ta
MPaKTUYHOI peaiizallii MexaHi3My iX OIlIHIOBaHHS 1 YNPABNiHHA 3 ypaxyBaHHAM HPUYNHHO-HACIIIKOBHX
3B’S3KiB MiJK BPa3JIMBOCTSIMH Ta 3arpO3aMH 1 BIUIMBY iX HACHIKIB HA ()yHKIIOHYBaHHS TPAHCIIOPTHUX CUCTEM.
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YmpaBniHHSA pU3WKAMH B CHCTEMaX JIOTICTUYHOTO YIPAaBIiHHS € CKJIaJHUM 0araTOKOMITIOHEHTHUM
MPOIIECOM, IO OXOIUTIOE IMHPOKHHA CHEKTP TEOPETUYHHX 1 NPHUKIATHUX AaCleKTiB, SKi MOTpeOyoTh
IPYHTOBHOTO orpaifoBanss. BimmoBigno mo wmetoponorii ISO 31000, mporec ympaBiiHHS pPH3UKAMU
nepeadadae TOCHIAOBHY peaji3allilo TaKUX eTamiB: BU3HAueHHS cdepu 3acToCyBaHHS, KOHTEKCTY Ta
KpUTepiiB; OILIHIOBAHHSA PU3HKIB; X 00poOieHHs; 3a0e3neueHHs 300py JaHWX 1 3BITHOCTI; MOHITOPHHT Ta
TIEPEeTJISIT; a TAKOK KOMYHIKaIlifo 1 KOHCybTallii. BogHodac etamn omiHIOBaHHS pU3HKIB TOTPeOye MOAATBIIIOTO
BJJOCKOHAJICHHS, 30KpeMa B YacTWHI MiABHUIIEHHS 00 €KTHUBHOCTI pe3ynbTaTiB. Lle Moxe OyTH IOCATHYTO
IUIIXOM CHCTeMAaTH3allii MpONeAyp OI[HIOBAaHHS PH3WKIB 1 BIOPOBADKEHHS €(PEKTUBHOTO MEXaHi3My
YIpaBIiHHS pU3HKaMHu iHGOPMAITiITHOI O€3MeKH B CHCTEMAax JIOTICTUYHOTO 00CITyTOBYBaHHSI.

AHaJi3 ocTaHHIX JocTimKeHb i myomikamii. CucremaTH3arliis Mporecy OIiHIOBAHHS PU3HKIB 111010
inpopMarniiiHoi Oe3lmekn B  CHUCTEMax TPAHCIOPTHOTO OOCIyrOBYBaHHA Mae 0Oa3yBaTHUCS Ha
3arajJlbHOCUCTEMHMX IIOJIOKEHHSX YIPABIiHHA Ta OLIHIOBAaHHA PU3HUKIB, SIKI CTOCYIOTHCS: OLIIHIOBAHHS
CTIMKOCTI CHCTEMU i piteHs [ 1], qudepeHttialii moka3HUKiB BXKIUBOCTI [2], X MIHJIMBOCTI i HETOYHOCTI, 1110
BILUIMBAE€ Ha OIIIHIOBAaHHS DPHU3HKY; IEPIIOYEProBOCTI onTuUMi3allii HajidHOCTI [3], BpaXyBaHHS YMHHHKIB
HaBKOJIMIITHROTO CEPEOBHINA 1 COLIaThbHUX YHHHUKIB [4], a TaKoX PO3IMIUPEHHS OCHOB CTATUCTHKH IS
iHTeTpyBaHHS 3arpo3 [5]; mMposCHEHHs MMOTeHIIHHOI POl Teopii HEBU3HAYEHOCTI y MPOIIECi aHaJi3y PU3UKY
[6], xoHmemIii HaailiHOI fioro Mipu [7], oco0nMBO y BHOOPI MOPTQEIiB IHPPACTPYKTYpHUX NPOEKTIB [8];
MOJKIIMBOCTI BUKOPHCTaHHS CIIPOIEHOTO MIAXOAY IS YHpaBIiHHSA PH3UKY [9], MeTomonorii BU3HAYEHHS
OCHOBHHUX TOAii B iX omiHtoBaHHI [10], 0OrOBOpeHHS 3aKOHOMABYMX KOTEPEHTHHX 3aXOJIB 3armoOiraHHs
pu3uKy [11]; muTaHb €TUKH, SIKi [TOB’s3aH1 3 MPUHHATHICTIO PU3KKY 3 TIO3HLIIH CYCITLCTBA YH HOTO CKIIQJTIOBHX
[12], po3yMiHHS BIUIMBY Ha pU3MK Oi3Hec-onepanii [ 13].

Jus cucremarmzamii mporecy OILIHIOBaHHS PHU3UKIB iH(OpMamiiHOi Oe3lekn CcHUCTeMH HalaHHS
TPAHCHOPTHUX MOCTYT BAKIMBO OXapaKTEPU3yBaTH BiIMOBITHI HACTIIKH sl KO’KHOT BPa3IMBOCTI Ta 3arpo3u
OKpeMO I KOXKHOTo akTuBy [14]. [Ipy iboMy HEOOXiTHO OI[IHUTH iIMOBIpHICTH pH3UKY. Cepio3HICTh PUBHKY
SIBIIsSIE COOOI0 3aralibHe OIIHIOBAaHHS SK PiBHS WMOBIPHOCTI, IO MOAiS HAacTaHe (IMOBIpHICTH), TaK 1 BILTUBY
Moii, IKI0 BOHA BiIOYAeThCA (BIUIHB).

Mertorw cTaTTi Mmoysirae y cuUcTeMaru3allii Ta BIOCKOHAJICHHI MiIXOJIB J0 OIIHIOBaHHS PHU3HKIB
iHpopMaIliiiHOT 0e3MeKn B TPAaHCIOPTHHX JIOTICTUYHHMX CHUCTEMaxX IUIIXOM PO3pPOOJIEHHS Ta MPaKTUYHOL
peaizanii MexaHi3My ynpaBlliHHS PU3UKaMHU B CUCTEMaxX TPAHCIOPTHOIO OOCIyrOBYBaHHS, SIKUI 0a3yeThes
Ha BCTAHOBJIICHHI TNPUYMHHO-HACIIAKOBUX 3B’S3KiB MDK Bpa3IMBOCTAMH Ta 3arpo3amMH, OIIHIOBaHHI
HMOBIPHOCTI X BUHUKHEHHS Ta PiBHS HACIIJKIB, 2 TAKOXX (OPMYBaHHI OOIPYHTOBaHUX 3aXO0JIiB pearyBaHHsI
Ha OCHOBI MaTPUYHOTO MTiXOY.

BukiaanenHs ocHoBHOTo matepiauy. [loTeHmiitHa Bpa3nuBicTh Ta/a00 3arpo3a OMHUCY€ETHCS SIK: MaiKe
NeBHa, WMOBIpHA, MOXKITMBA, MAJIOMMOBIpHA, pinkicHa (Tabn. 1) 3 BiMOBIJHMMH PIBHSMH BIUIMBY IIOJO
3arpo3nuBoi nomii (Tada. 2).

Tabnuysa 1 — PiBHi iIMOBIpHOCTI Ta IX XapaKTEPUCTHKA, 1[0 3arpO3JIUBa 0JIisl HACTaHEe
Table 1 — Probability levels and their characteristics that a threatening event will occur

PiBHi imoBiprocrTi (Ir) XapakTepucTHKa iMOBIpHOCTI
Iy Maiixe BrieBHEHHI Ouiky€eTbes y OLTBIIOCTI BUTIA/IKIB
’ (Bu3HAYeHa)
Ir2 VMoBipHuit VIMOBipHO BifGyeThes y GiIbIIOCTI BUNAIKIB
I3 MoxnuBuit Mosxe BiIOYTHCh KOIH-HEOYIb
Ira MautoiiMOBipHUIA He ouikyeTbesi, aje MOXKIMBO BiZIOYIEThCs KOJTU-HEOY b
Irs PigkicHuid He ouikyeTbes i MOXKe BiIOYTHCH 32 IEBHUX 00CTaBUH
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Hacminkm i#ammmenty iHQopmamiifHOi Oe3lekn B CHCTeMaxX TPAHCIOPTHOTO OOCITyTOBYBaHHS
BH3HAYAIINCS 3 TOYKH 30pY BTPaTH KOH(IASHIIHHOCTI, MIICHOCTI Ta HocTynmHOCTI. KinbKicHa orfiHKa BIUTHBY
Ta BU3HA4YCHHs piBHSA pu3uKy 3acHoBaHo Ha NIST SP 800-30, pemakuis 1 [15].

Tabnuysa 2 — PiBHI BIUIMBY 3arpo3/MBOI MOii, Y BUMAAKY SKIIO BOHA HACTaHE
Table 2 — Impact levels of a threatening event, if it occurs

PiBHI BIUIHBY Onuc BILTUBY
Buicoxuii Brpara moctrymHOCTI, K0§q)iz(eHui17IHOCTi abo I_[iJI.iCHOCTi BUABIETHCA. 3HATHOIO,
Hir € [Ha:Hs] KPHTHUHOIO, Tg/a6o HETajiHO BIUIBA€ Ha IPONIOBI NIOTOKM Opramisauii, omepanii,
(YHKIIIOHAJIbHICTbh, IOPUANYHI, TOrOBIpHI 3000B’s13aHHs Ta/a00 penyTamilo
Cepe i Brpara xoH}iaeHIiIHHOCTI, TOCTYIHOCTI 200 LLTICHOCTI MOXe TPU3BECTH 710 BUTPAT
My € [M1;Ms] Ta HAJaTH CEepPEeIHBOTO a69 HE3HAYHOI'0 BIUIMBY Ha IOPWAWYHI, JIOTOBIpHI
3000B’s13aHHS Ta/ab0 peryTallio
Huspkuit BrpaTta xoH(iAEHIIHHOCTI, AOCTYMHOCTI a00 LiNICHOCTI HE BIUIMBA€ Ha TPOILIOBI
Lir € [L1;Ls] BTPATH OpraHizailii, FOpHIHYHI, TOTOBIpHI 30008’ s13aHHs Ta/a00 pemyTaIlito

st ouiHIOBaHHS 11eHTH()IKOBAHOTO PU3UKY 3aCTOCOBYIOTH LIKATy Ta MaTPUIIO PiBHIB pU3UKy [16].
[TizcymMKoBe 3HaUEHHS PU3HUKY R;, BU3HAUAETHCS SIK JOOYTOK OLIHKK WMOBIPHOCTI peaizauii 3arpo3u (To0To
HACTaHHS BiJIMOBITHOI 3arpo3MUBOI MO/i{) Ha BETWYHHY HACTIAKIB (eheKTy), TOB’A3aHMX 13 I BHHUKHEHHSIM:

Ry =G “Ep iy (1)

Ie Qiri — PSHTUHT, HAJlAaHUI WMOBIPHOCTI BUHUKHEHHS i-TO1 3arpo3u (TOOTO HACTaHHS BiAMOBITHOT
3arpo3JIMBOi MOJiT), SIK 3HAYYIIICTh 3arpo3u (BiAMOBIAHOI 3arpo3JIMBOT MO/IIT);

Eiri — edekr, moB’si3anHuit i3 i-f0 3arpo30t0 (TOOTO HACTAHHS BiIMOBIAHOI 3arpo3NIKBOI MOIT), SK
3HAYYIIICTh 3arpo3H (BiAMOBIIHOI PU3UKOBOI MOIT).

[ToBHi OIiHKK YV PEHTHHTH PU3UKY MOXKYTh OyTH BCTAHOBJIEHI HA OCHOBI BXiJHHX JIaHUX MIPO TPYTH
WMOBIPHOCTI Ta BIUIMBY 3arpo3u. s mporo OyayeThCs MaTpHI IIOMO OIMHKH (piBHS) pu3uKy (Tadm. 3)
po3mipom YxX:

Rll e RlY

A=(ny)§2(1,y=1= o Ry ), )
RXl es RXY

Ie X — BUMIprOeTbesa Bif 1 mo X BiIHOCHO PEHTHHTY, HAaJaHOMY DIBHIO BIUIMBY 3arpo3u (ToOTO
BIJIMTOBITHOT 3arPO3JIMBOT MOIT);

Yy — BUMIiproeThest Bif 1 10 Y BiIHOCHO HMOBIPHOCTI 3arpo3u (TOOTO HACTaHHS BiJIIOBIIHOT 3arpO3ITUBOi
o i1).

Marpuis moka3sye sk BA3HAYarOThCs 3aralibHi PiBHI pU3UKY YW OIIHKH PU3HKY. BiU3HaYeHHS UX piBHIB
PHU3UKY YM OI[IHOK PU3UKY MOXKe OyTH cy0’ekTHBHMM. OCHOBA IIOTO TIOSICHEHHS MOXKe OyTH BUpaKeHa B
TEepMiHaX MMOBIPHOCTI, IPUCBOEHOT KOXKHOMY PIBHIO HMOBIPHOCTI 3arpo3u (HacTaHHS 3arpo3JIMBOI Momii), i
3HAYEHHSI, IPUCBOEHOTO KOKHOMY PiBHIO BIUIMBY 3arpo3H (3arpo3iHuBoi Moiii).

[lIkana /i OLIHKK PIBHIB BIJIMBY BCTAHOBJICHA Y BUJIAII 15-0anbHOI MIKAIM 1100 OLIIHIOBAHHS JIJIS
yCiX piBHIB BIUIUBY 3arp03u (TOOTO HACTAHHS BiJIITOBIIHOT 3arpO3/IMBOI 110ii). BianoBiiHO 3a3Ha4YeHi KpUTEPii
Oynu 3acHoBani Ha ISO 27005. Illkana omiHOK 1Jisi PiBHIB HMOBIPHOCTI BCTaHOBIIEHA Yy BUITIALL 5-0aibHOI
mkanu ominok: 0,20 — piakicawuid, 0,40 — manorimoBipuuii, 0,60 — moxnupwmii, 0,80 — HmMoBipHui, 1,00 —
BIICBHEHUH (BU3HAueHMiT). OOMEXEHHS 110 PU3UKY BCTAHOBJICHUN Ha PiBHI 2,9.
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Tabnuya 3 — Matpunis 115 BU3HaUEHHS OIIHOK (PIiBHS) PH3UKY A
Table 3 — Matrix for determining risk ratings (levels) A

Pisxi Pigni imoBipHocTi (Ir)
L |r,5 | |r,4 | |r,3 | Ir,2 | Ir,1

BILIMBY Gir.i Eir.

SAarpost 0,2 0,4 0,6 0.8 1,0
Hs 15 3 6 9 12 15
Hs 14 2,8 5,6 8,4 11,2 14
Has 13 2,6 5,2 7,8 10,4 13
H 12 2,4 4,8 7,2 9,6 12
H: 11 2,2 4.4 6,6 8,8 11
Ms 10 2 4 6,0 8,0 10
My 9 18 3,6 5,4 7,2 9
M3 8 1,6 3,2 4,8 6,4 8
M2 7 14 2,8 4,2 5,6 7
Mi 6 1,2 2,4 3,6 4,8 6
Ls 5 1 2,0 3,0 4,0 5
L4 4 0,8 1,6 2,4 3,2 4
L3 3 0,6 12 18 2,4 3
L2 2 0,4 0,8 12 1,6 2
Ly 1 0,2 0,4 0,6 0,8 1

Martpuiis BU3HAYEHHS OLIHOK (PiBHIB ) pU3UKY 3 ii peTHHTaM1 XapaKTepu3ye piBeHb PU3UKY, HA KU
MOXXYTh HapakaTHCsl iH(OpMamiifHa cUcTeMa, OKpiM aKTHBIB Ta/abo TpoleciB 3a HAsSBHOCTI BiIOMOI
CIPUIHATINBOCTI Ta 3arpo3u. J{Jst Kpaoro po3yMiHHS CJ1iJl KOPUCTYBATHCS PiBHAMH HACTIIKIB Ta IX O COM
(Tabm. 4, 5).

Martpulls HacCHiJIKiB 3arpO3U 3 ypaxyBaHHSIM PiBHSA WMOBIPHOCTI ii HAacTaHHs MPEACTaBIsE COOOO
MaTpHIIb PO3MIPOM 5X5, eleMEHTH SIKOI ITOJIaHO Y BUIIISAII TEKCTOBUX XapaKTEPHCTHK; 11 (hopmarizarisi Moxke
OyTH 3/1liCHEHA 3a IOTIOMOT'OK) TEOPETUKO-MHOKUHHOTO OTIHCY:

({1 Ies}
B = , 3)
{Ny1, .. Nps}
ne lrg... lrs — psaaku matpuili, ki BiAMIOBiAAOTH PiBHAM IMOBIPHOCTI HACTaHHS 3arpo3u (TOOTO
BiIMIOBIIHOT 3arpo31KBoI mMo/Iii),);
Nr1... Nrs— cTOBIUMKHM MaTpHIli, sIKI BiANOBIAAIOTH CTYIIECHIO TSHKKOCTI HACTAaHHS 3arpo3u (ToO0TO
BiJIMTOBITHOT 3arpo3NIMBOI MOIT), 2 caMe HacIliKaM.

Omxke, QyHKOis ans peamizamii METOAMYHOTO WIiAXOAY JO VIPABIiHHS pU3MKaMH HaOyBae
(dhopmarnizoBaHOTO BUTIISILY.:

f(R,) = {2 ij; ZTkjr ZRir ZNT,i } - min, (4)

ne Vi — kaTeropis j-Toi Bpa3inuBocTi K-Toro Hamnpsmy;
Ty — j-Ta 3arpoza k-toro Hampsmy;

Ri — i-Tuii pu3mK;

N, — CTYMiHB TSKKOCTI HACTaHHS MOi1 (HACIIKH).
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Taonuya 4 — Matpunsg HacHimKiB 3arpo3ud (TOOTO HACTaHHS BIiANOBIAHOI 3arpo3jHBOI TOIT),
BIJIITOBITHO /IO PiBHS IMOBIpHOCTI ii HacTaHHs B.

Table 4 — Matrix of threat consequences (i.e. the occurrence of the relevant threatening event), according
to the level of probability of its occurrence B.

PiBenn CTymiHb TSHKKOCTI HaCTaHHS 3arpo3nuBoi nofii (Hacmiakn), Ny
IMOBIpHOCTI
HaCTaHHS . .
3arpo3BOi HEe3Ha4yHa cepenHs TsDKKa (hopma MJBUIIEHA KaracTpogiyna
noii (Ir)
Ira nocepeaHin BHCOKHI KpPUTUYHUI KPUTUYHUI KPUTUYHUHI
Ir2 TTOCEePEeTHIN 3HAYHUN BHCOKHI KPUTHYHUI KPATHIHUH
I3 HHU3BKHAH TTOCEPETHIM 3HAYHHUH BHCOKHI KPUTHIHUI
Ira HU3bKUU HU3bKUH MTOCEPETHIN 3HAYHUHN KPUTHYHUHN
Irs HU3bKHI HU3bKUH nocepeaHin nocepeaHin BHCOKHUI

Tabnuya 5 — Onwmc piBHIB MOAO HACHIAKIB HACTAaHHS 3arpo3NMBOI MOAIl BIATIOBIAHO OO0 piBHIB
WMOBIPHOCTI 32 MaTPHIICIO

Table 5 — Description of levels regarding the consequences of a threatening event according to the
probability levels according to the matrix

PiBenb HacmiaKiB Omumc
HAaCTaHHs 3arpO3JIUBOL
moii

Kputnanmit Hamssuyaitamii pu3uk — MoTpiOHe TIIHOOKE JOCTIPKeHHS, TIaHYBaHHS
Bucokuit Bucokuii pusnk — notpiOHe TepMiHOBE pearyBaHHs Ha pU3UK
3HayHUH 3HaYHUH pU3UK — IOTPiOHA yBara KepiBHUITBA

[ocepenniii IMocepenHil pu3KMK — NOTPIOHO 3MIMCHUTH PO3MOIIII BiIOBIIABHOCTI
Husbkuit Hu3spkuil pu3nK — BBAXKATH OBCSAKICHHOIO MOJTI€I0

YnpaBiiHHS pU3UKaMH B JIOTICTUYHOMY 3a0e3IeUeHHI PO3MOBCIOKYEThCS Ha Chepy TPaHCIIOPTHOTO
obciyroByBanHs [17]. 1o MexaHi3MiB ynpaBIiHHS PU3UKOM CIIiJ] BITHECTH YOTUPH PiBHI: IPUHHATTS (HU3bKiH
piBEeHb HACIIJIKiB), 3MEHIICHHS (ITOCEpPE/Hil piBEHb HACIHIJKIB), Tiepefada (3HaYHW piBEHb HACIHIJIKIB) i
BUJIaJICHHs] (BUCOKHUN a00 KpUTHYHHI piBEHb HACTIJKIB). YTpaBiIiHHS pH3UKaMu iH(opMalliiHoi Oe3reku B
opranizalii rmepeBi3HHKa aBTOMOOIIBHOTO TPAHCIOPTY B KOHTEKCTI PIBHIB YHpaBIiHHS PU3UKAMH MOXKHA
NPE/ICTABUTH HACTYITHUM YHHOM.

[Tpu poGOTi 3 pU3UKaMH TEPLIOTO PiBHA HEOOXITHO 3ape3epBYBATH NPUHHATTS PU3UKY JUIS TaKUX
HU3BKOMPIOPUTETHUX PU3UKIB, KOJIM 1HII BapiaHTH 3aXOJiB KOIITYBATUMYThH OlIbIle, HIXK MOTEHIIHHUI
BIUTUB HACTaHHS 3arpo3JuBoi moii. J{yist Toro mod 3HU3UTH BUSIBIICHUIH PU3UK yCi PU3UKH TIOBHHHI BKIIIOYATH
PEKOMEHIAIII0 TI0I0 3aC00iB KOHTPOITIO Ta aJbTePHATHBHUX PIllleHb 3TigHO i3 NIS2.

[Tpu po6oTi 3 pU3MKaMu IPyroro piBHS NOM’SIKIIEHHS PU3UKY Mepeadadae MiHiMizaIito HMOBIPHOCTI
/a0 HacCHiIKIB HACTaHHsS 3arpo3jHMBUX MONiA abo BpaznuBocTed. 3amoOiXHI 3aXOIU TPOTH PUBHKY
PO3TIIANaI0THCS €PEeKTUBHIILI, HIX BiTHOBJICHHS LIKOJIH, 3alI0isTHOT BUSIBICHUM PU3UKOM.

[Ipu poGoTi 3 pU3MKaMHU TPETHOTO PiBHS MepeadadacThesl NepeHeceHHs (nepeada) PU3MKy, 10
nepeadayvae MePeHECEHHsT HEraTUBHOrO e(heKTy BijJ 3arpo3imBoi mojii abo BpasiauBocTi. [lepenaya pusmky
TpEeTiii CTOPOHI HAa30BHI HE yCyBa€ HACTaHHS 3arpO3JIMBOI moJii abo Bpa3nuBOCTI. [HIIA cTOpoHa HecTHMe
BiJIMTOBITaIbHICTH 32 OMPAIFOBAHHS BiIMOBIHOTO PU3HKY.

[Tpu poOoTi 3 pU3MKaMU 4eTBEPTOTO PiBHS 3aNI00IraHHs pU3UKY Tepei0adae 3MiHy acleKTiB CIUIBHUX
Oi3Hec-TiporieciB a00 CHUCTEMHOI apxXiTeKTypH AJISl YCYHEHHS 3arpo3JMBHX MO — 3amo0iraHHS pU3UKY
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[UIIXOM TPUIMHEHHS OB S3aHOi 3 HUM JUTOBOi akTUBHOCTI. s miiaHyBaHHS i po3poOsieHHS MaiOyTHIX
3ac001B KOHTPOITIO /IJIs1 yCYHEHHSI BUSBIICHOTO PU3UKY MOYKHA 3aCTOCOBYBATH mosokeHHs JupextuBy €C mpo
kibepOesneky (NIS2).

[lpomoHOBaHMII MeXaHI3M YOpaBIiHHSA pu3WKamu iHGopMmamiiHOi Oe3lmekr B  CHCTEMax
TpPaHCTIOPTHOTO 00CiyroByBaHHs 0Oa3zyerbcas Ha Moxaeni OCTAVE i3 momaipmiM  yIOCKOHAJCHHSM,
Y3TO/DKYIOYMCh 13 MDKHAPOJAHUMH CTaHIapTaMH yhpamiinds pusukamu [18]. 3asnauene mo3Bosise
pearizoByBaTH €(EKTHBHUM EKCIIEPTHUI MiAXiA MpH OLIHIOBaHHI Ta yHpaBliHHI pu3uKamu. Peanizarito
JAHOTO METOAY MO>KHA ITPECTaBUTH B PaAMKaX NPOXODKEHHS HACTYIIHUX €TaIliB:

Ha mepmomy eram BCTaHOBIIOETHCS MPUYMHHO-HACTIAKOBI 3B’S3KIBH MIX BpPa3UBOCTAMU Ta
3arpo3aMH 1 OLliHIOBaHHA iX iMOBipHOCTi. Ha apyromy erami 3aificHIO€ThCS aHami3 iHpOpMaLiiiHOT CHCTEMH Ta
BU3HAYEHHsI BIUIMBY 3arpo3iuBoi moaii. Ha TpeTbomy eTami MpOBOAMTHCS OILIIHIOBAHHS PiBHS PU3UKY Ha
OCHOBI MIMOBIPHOCTI Ta BIUIMBY 3arpo3nuBoi moxii. Ha deTBepTomMy erami BU3HAYAIOTHCS MOKIIMBI HACIIIKA
3arpo3nuBuX moniid. Ha m’stomy ertami opmMyroThes pekoMeHAamii MO0 PiBHIB YHPaBIiHHS PU3UKAMHU
(MIpUIHHATTS, 3HIKEHHS, TIepeaada abo YHUKHEHHS PU3HKY ).

PosrnssaeMo yMOBH IIOAO peaiizamii MexaHi3My YIIpaBIiHHS puU3ukaMu iH(hopMariiiiHoi Oe3rekn B
CUCTEMax TPAHCIIOPTHOTO OOCITyrOBYBaHHA. EQEeKTHBHICTh pO3p0oOIeHOTO MEXaHI3MY YIIPABIiHHS PH3UKAMHU
iHpopMaliiiHOT Oe3NeKr B CHCTEMax TPaHCIIOPTHOTO 0OCIyroByBaHHs Oyja OLliHEHa eKCIEPTHUM METOAOM
Ha TIpUKIal aBToTpaHcmoptHoi kommanii «Takcidait N». BimnmoBimHa 3BakeHa OIIHKA €KCIEPTIB PiBHA
BIUTMBY PU3MKOBHX ITOIH Ta PiBHI HMOBIPHOCTI HACTaHHS PU3UKOBUX TOJIiH OyJia OI[iHeHA 13 BUKOPUCTAHHSAM
MaTpHllb, HABEICHUMHU B Ta0J. 3, 4, Ta peacTaBiicHa y Ta0l. 6.

Tabauya 6 — OniHrOBaHHS 3arpo3 (3arpo3MUBUX MOii), PiBHIB X WMOBIPHOCTI Ta HACHIJKIB AJIS
opranizaii nepesizHuka «Takcidaid Ny»

Table 6 — Assessment of threats (threat events), their probability levels and consequences for the
organization of the carrier “Taxify N”

PiBenb HacnigkiB | CTymiHb TSDKKOCTI
3arpo3sa Owinka PiBenn BIJTHOCHO piBHS HaCTaHHA
(3arpo3nuBa momis) eKCIIepTiB | WMOBIPHOCTI pU3UKY, 3arpo3NMUBOi Momii
Ri (HaciaKm)
1 2 3 4 5 6

[MoMunku y BUKOpUCTaHi

Ty |amapaTaux 3aco0iB Ta Hs Ir2 Bucoxkuit, Rj = 12 Tsoxka Gpopma
iHhopmaii
Bannanizm, kpaaikka

Tw3 |amapaTHuX 3ac00iB, HOCITB Ha Ir2 Bucoxwnii, R; = 11,2 Tsoxka Gpopma
iHdopMallii 41 JOKYMEHTIB

Twa HpOTHHpaEHa fepedata Hs Irs Bucoxwit, Ri = 7,8 [TixBumeHa
iHbopmaitii ’

T 3I0BKHBAHHA PABOM H> Ir3 Bucoxkwit, R =7,2 [MixBumena
JOCTYITy
He 3unmnieni 3anumku

Tuws inhop Matlil, MOMCTHBICTS 11 Hi Ir3 Bucoxkwuii, R = 6,6 [MinBumiena
HECaHKL[IOHOBAHOTO
BUKOPHUCTaHHS

Tpo POSH?BC}OH)KeHH’.I . Ms I 2 [ocepenniii, Ri = 8,0 Hesnauna
KOMIT IOTEpHHX BipycCiB
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IIpoooesrcenna maonuyi 6
Continuation of table 6

1 2 3 4 5 6
Hanecenns mkoan

Tns | 1HMDOpMamiitHiiT Mepexi Ta My Ir2 Iocepenniit, Ri = 7,2 Hes3nauna

MPOrpaMHOMY 3a0e3MeUeHHI
HecankiionoBana oy
Tps AHKIIO M3 Irs Iocepenniit, Ri = 4,8 Cepemns
Moaudbikaris iHbopmarii

Tha |IIpocmyxoByBaHHS M; Ir3 Iocepenniit, Ri = 4,2 Cepemns

Tse |BlAnaneHe NINUTyHCTBO M3 lra Huswkwuii, Ri = 2,4 Cepenns
MOKIUBICTE JOCTYII .

Tsa . ocTyiy Ls Ir2 3unaunuii, Ri = 4,0 Cepenus
CTOPOHHIX 0Ci0
BigMoBu mporpamuoro .

Tss porp Ly I a Husexuii, Ri = 2,4 Hesnauna
3a0e3MeUYeHHs Ta JOCTYILY
IToMWIIKH y BUKOPUCTAHHI .

Tss |mporpamuoro 3aGesneucnms Ls Ir3 Hwuspkwmii, Ri = 1,2 Hesnauna
HecauxkmionoBane .

Thy BHKODHCTAHEA OGIATHAHNS L. Ira Husexuit, Rj = 0,8 Hesnauna
MOKIHBICTE TOPYIIEHHS

Ts2 py L: I s Huspxuii, R = 0,2 Hesnauna

IpaBUI AOCTYILY

Y3ro/iKeHIiCTh TyMOK €KCIEPTIB MO0 BIUIMBY BTPATH KOH(DIACHIIIMHOCTI, IIUTICHOCTI Ta OCTYIHOCTI
iH(popMarrii OyJia OIliHeHA 32 METOI0M KOHKOpJIAIIil, AKUM IeTaIbHO OMMCAHUH B A0CHiKeHHI [ 19]. 3HaueHHs
koedinienTa konkopaii 8 W=0,86 miaTBepmKye JOCTOBIpHICTh OTPUMAaHUX PE3yIbTATIB.

Kpurepii oriinku pu3uKy Oyiiv BCTaHOBJICHI JUIsl 3a0€3TIeUSHHS 3arajIbHOTO PO3YMiHHSI 3aX0/1iB O€3IEeKH,
SK1 MiHIMi3yBaJu O MMOTEHIIMHUI BILIMB J0 MPUHHATHOTO piBHA 3rifgHo 3 ISO 31000.

BinmoBigHo 10 mpoBeneHoi OIiHKK PU3WKIB Y BIAMOBITHOCTI A0 KOHIENITyaJIbHUX 3acaj] YIPaBIiHHS
pusukamu iH(popmamiiHOi Oe3meKH B CHCTEMax TPAHCIIOPTHOTO OOCIYyrOBYBaHHS [UIsl OpTraHi3amii
nepeBi3HuKa aBToMOOUTEHOTO TpaHcmopty «Takcidaii N» y 2023 pomi Oyno po3poOiieHo mporpamy
YIPaBIiHHS Ta IOM'SKIICHHS PU3HUKIB. 3riJIHO 3anponoHoBaHoi nporpamu «Takcidait N» pekoMeHI0BaHO Ha
TIEPIIOMY PiBHI JUTst 3aTP03 Tne, Ts3, Ts6, Tn7, |s2 MPUAHITH BUSABICHUN pu3nK. Ha apyromy piBHi [u1st 3arpo3
Tp2, Ths, Tp3, Tna «Takcigait N» 3amponoHOBaHO BUKOHATH IIaHYBaHHS Ta PO3po0JIeHHsT MaiiOyTHIX 3ac00iB
KOHTPOJIIO JIJIsl YCYHEHHsI BHSIBICHOTO pu3uKy. Ha TperboMy piBHI aisi 3arpo3u Tss «Takcidaii N» mae
PO3TIISTHYTH BCi BapiaHTH Tepeadi BUSBICHOTO PU3WKY iHIIMM OpraHizailisM (HalpuKiaj, cTpaxoBum). Ha
OCTaHHBOMY DiBHI 3al00ITaHHs PU3UKY JUIS 3arPo3 Tp2, Tws, Twa, Tni, Tws PEKOMEHIOBAHO 00pATH BiIIOBIIHI
I1JTI KOHTPOJTIO, 1100 3HU3UTH BUSBIICHI PU3UKH Ta 3BECTH JI0 MiHIMyMY MOTEHIIIHUH BIUIMB Ha iHpopMaliiHi
cucremu «Takcidaii N» BimnosimgHo 1o npasuin goaatky ao ISO/IEC 27001.

PesynbpTaTy mOpiBHSHHSA €KOHOMIYHOI [isUTPHOCTI OpraHi3ariii 10 BBeAeHHs nporpamu y 2022 p. Ta 3a
pe3ynbraTtamu il nporpamu y 2023 p. Oyiid OLiHEHI 3a JOMOMOIOK0 aHali3y €KOHOMIYHOI e(heKTUBHOCTI
(CEA). Lei#t miaxiz TIpyHTYeTbCS Ha TOPIBHSHHI MOKa3HUKIB €(EKTHBHOCTI PI3HUX POKIB AisTIBHOCTI
oprasizartii:

F =t Cn _AC , (5)

Er,—Er, AE

ne C — BaJIOBi BUTpATH OpraHizarii;
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E — BanoBi 10X0aW OpraHi3ariii;
t, — mepiox A0 BBEACHHS MPOrpaMH YIIPABIiHHS pU3HKaMH 1H(HOPMAIiHOT Oe3MeKH;
t, — mepiox 3a pe3yJbTaTaMu Jii MpOrpamMu yNpaBiiHHA pU3UKaMu iH(opMaIiiHOT Oe3meKH.

Kpurepiem edheKTHBHOCTI 3aX0iB € 3HaUEHHs mMoka3Huka F O6insmre Bix 0. s opranizarii «Takcidait
N» et mokazauk ckias 0,64, o cBiTIUTE PO €(EKTUBHICTE 3aIIPOIIOHOBAHOI MPOTPaMH.

BucnoBok. CucremaTtn3oBaHO MpOILEC OLHIOBaHHS PHU3UKIB iH(oOpMaliiiHoi Oe3lekn B cUcTeMax
TPAHCHOPTHOTO OOCIYTOBYBaHHS 32 PiBHAMH IMOBIPHOCTI Ta BIUIMBY Ha 3aCO0M KOHTPOIIO W KepyBaHHS
omeparisimi. ChopMOBaHO TIEPETIK 3arpO3MUBUX MOIH, 0 MOXYTh MEPEIIKOKATH JTOCITHEHHIO Oi3Hec-
Uijled cucTeM HaJaHHS TPAHCIOPTHUX IMOCIYT, 30KpeMa MiChbKOTO TPOMAJIChKOTO TPaHCIOPTY.
3amponoHOBaHO MEXaHI3M yNpaBliHHSA pu3MKaMu iHQopMaliiftHoi Oe3neKku, SIKHi TIPYHTYEThCS Ha
KaTeTOPiHIN MOaeNi MPUIMHHO-HACTIAKOBUX 3B’s3KIiB MK BPa3IUBOCTSAMH Ta 3arpo3aMyd W mepemdadae
CUCTEMAaTH3aIlif0 OILIHIOBAHHS PU3WKIB i3 MiJICYMKOBUM BH3HAYEHHSM 33 MaTPHIICIO HACHiAKiB. BiamosigHo,
e J03BoJIse POpPMyBaTH 3aX0JH YNPaBIiHHA PU3MKaMH BiIOBIIHO IO TPy HACTiAKIB; peasi3alis METOLy
nependadae m’ATh eramiB. 3a OOMeKeHHS 10 BUKOPHCTaHHS PO3POOICHOTO MEXaHi3My BHCTYIIAE Te, IO Y
Tpotieci Horo peaizallii MOXKyTh BUHUKHYTH TIEBHI TIEPEIIKO/IH, SKi TIOB’s13aHi 13 BpoBamxenasm [SO 27001,
OCKIJIBKH 11 TOpTpeOy€e MEeBHOI MiATPUMKH IIEPCOHATY OpraHi3aiii.

TakuM YWHOM, MOJKJIMBOCTI BHKOPHUCTAHHS 3allpONOHOBAHOTO MEXaHI3My YIPaBIiHHS PHU3UKAMHU
iH(opMariitHOi Oe3MeKkn B CHCTeMax TPaHCIIOPTHOTO 0OCTYTrOBYBaHHS OyJIH OIiHEHI eKCTIEPTHAM METO/IOM Ha
MPUKIAaAi YMOBHOI KOMIaHii NepeBi3HHKAa aBTOMOOiIIBHOTO TpaHcmopTy «Takcidaii N». BcranosneHo
MPUYMHHO-HACTIIKOBI 3B’SI3KM MDK Bpas3iIMBOCTSAMH Ta 3arpo3aMH (3arpo3lMBUMH TOAisIMH) B cdepi
iH(opMariitHOi Oe3neKkr Ta BUKOHAHA OIliHKa HMOBIPHOCTI BUHHKHEHHS TIOTEHIIIHHUX 3arpO3JIMBHX TOIH.
Pesynprary oriHFOBaHHS 3aCBiTYIIIH, IO 5 PU3HUKIB MAlOTh BUCOKWH PiBE€Hb HACIIIKIB, 4 — mocepenHin, 1 —
3HauHu#, 5 — Hu3pkui. [na «Takcidait N» Oyna 3amporoHoBaHa mporpaMa YOpPaBlIiHHS PHU3HKAMH, sIKa
BKITFOYAITA 3aX0/TU JIJIs1 KOYKHOI TPYIH BUSIBIIEHUX 3arpo3uBHX Nofii. OmiHKH eKcriepTiB Oylin IepeBipeHi Ha
Y3TO/DKEHICTh 32 METOJOM KOHKOpHalii, i3 po3paxyHkoBuM koedimienTom B 0,86. 3miiicHeHa oliHKa
e()eKTUBHOCTI YIpPaBIiHHS pU3MKaMK iH(QOpMaLiiHOT Oe3NeKku s KOMIIaHil epeBi3HUKa aBTOMOOIIBHOTO
Tpancnopty «Takcigaii N» 3a pe3ynbTaraMi BIPOBaPKEHHsI CBIIYHTH MPO TOKPAIICHHS PE3YJbTYIOUHX
MMOKa3HUKIB. 30KpeMa, KpHUTepiii e(heKTHBHOCTI MIOA0 3alpOTIOHOBAHWX 1 BIPOBAKEHUX BIiIMOBITHO 0
BUIIIE3ralyBaHOi IPOrpaMy 3ax0/liB Ma€ MO3UTHBHE 3HaUeHHA Ta ckianae 0,64.
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Summary.
The relevance of the study is due to the need to increase the effectiveness of information security risk
management in logistics service systems by developing and practical implementation of a mechanism for their
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assessment and management, taking into account the cause-and-effect relationships between vulnerabilities
and threats and the impact of their consequences on the functioning of transport systems.

The purpose of the article is to systematize and improve approaches to assessing information security
risks in transport logistics systems by developing and practical implementation of a risk management
mechanism in transport service systems, which is based on establishing cause-and-effect relationships between
vulnerabilities and threats, assessing the probability of their occurrence and the level of consequences, as well
as forming justified response measures based on a matrix approach.

The article considers theoretical and methodological aspects of assessing information security risks in
logistics service systems, approaches to their systematization by levels of probability and consequences, as
well as the features of establishing cause-and-effect relationships between vulnerabilities and threats.

A mechanism for managing information security risks in logistics service systems is proposed, which is
based on a categorical model of relationships between threats and vulnerabilities, involves the use of a matrix
of consequences for assessing risks and developing justified measures to minimize them, and is also tested on
the example of a transport enterprise. Based on the results of the assessment, the distribution of risks by
significance levels is determined and response measures are developed. The effectiveness of the proposed
approach is confirmed by the consistency of expert assessments and the improvement of the integral indicator
of risk management effectiveness.

Key words: risk management and assessment, risk management in logistics service systems, risk
assessment process, systematization of the risk assessment process, information security risk management
mechanism in transport service systems.
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